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Since the 9/11 attacks in New York, 32 percent ofidh Muslims report being subjected to
discrimination at airports, and stops and seardfditish Asians increased five-fold after the
June 2007 attempted bombings in London and Glasgodata mining exercise in Germany
trawled through the sensitive personal data of r@ilBion people—without finding a single
terrorist. From street stops to airport searcheslda mining, ethnic profiling affects many
thousands of people and stigmatizes entire comiesnitWidely practiced but little scrutinized,
profiling insidiously and wrongly suggests thatadisiination is acceptable, even appropriate.

The Civil Liberties Committee has been a vital woiaking note of the dangers of ethnic
profiling and flagging the need for appropriate manng and safeguards. This hearing reflects
the key role of this Committee and we are honotwdthve the opportunity to be here today.

While ethnic profiling appears to have intensifiedhe face of the current terror threat, profiling
is not a new tactic. Evidence shows that polickcedfs across the EU have long used
generalizations about ethnicity, religion, or na#b origin in targeting people for inquiries.

Today, Europe is confronting a new terrorist threat only in the form of potential attacks by
Al Qaeda, but also in the phenomenon of the “honosvg terrorist” inspired by Al Qaeda, and

the possibility that terrorists are exploiting ingration and asylum policies to gain entry to the
region. These concerns underlie a new interesthnic and religious profiling as a means to
target police and intelligence resources more eifely and detect potential terror suspects.
Among other areas, Europe’s rapidly-expanding dataigration and border control data bases
offer an information resource for law enforcememtl @ounter-terrorism as well as immigration
control, and it may well be tempting to seek toleitghem through the use of profiles. Law

enforcement authorities should resist this temmta#s, not only is ethnic profiling an illegal

form of discrimination in most circumstances, théealso no evidence that it works, and
considerable evidence that it may in fact be caupteductive.

Before raising some specific issues about ethrodiliprg and immigration and border control, it
is important to be clear as to what we are tallebhgut when we use the term “profiling”.

What is profiling—and what is not?

Given the prevalence of profiling across Europel #e fact that most if not all ethnic profiling
constitutes illegal discrimination under Europeaw,lthere is a troubling lack of clarity among
European political and law enforcement authoriieso what constitutes ethnic profiling. Thus,
French officials have told us that there is no stiithg as a terrorist profile that is useful in
practice, and reportedly have opposed exploratibteworist profiling by Europol. Yet a
number of French law enforcement and counter-tgaractices single out Muslims on the basis
of their religious practice and ethnic origin ratitban on the basis of specific suspicious
behaviors or illegal actions. (France is far fralane; we have researched similar targeting of
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immigrants and  minorities N
Germany, ltaly, the Netherlands ar
the UK, and have received reports

similar actions in many other countrig
in addition.) That this is nof
recognized as a contradiction reflects
narrow understanding, in which ethn
profiling is defined as the use of rag
as thesole or exclusivecriterion for

suspicion or as the use of an explicit
articulated ethnic profile, such as th
used by German authorities in

massive data mining exercise th
failed to produce a single terror arres

The narrow definition of ethnig
profiing fails to capture many
practices that cause a disproportiong
focus on ethnic and religiou
minorities. Profiling may or may no
result from racist intent on the part ¢
individual law enforcement officers
Many officers may be unaware of th
degree to which ethnic stereotyp:s
drive their subjective decision-making
Ethnic profiling remains persistent an
pervasive precisely because it refleg
the habitual and subconscious use
negative stereotypes—stereotypes tl
are deeply-rooted in the institutiong
culture of law enforcement and in th
broader general public.

The definition of “ethnic profiling”
used by the Justice Initiative is the u
of ethnicity, race, national origin o
religion rather than individual behavig
as a basis for making law enforceme
and/or investigative decisions abo
persons who are believed to be or
have been involved in criming
activity.

A broader definition of ethnic profiling
does not disallow all use of ethnicity

national origin or religion by policg

Legitimate law enforcement profiling tools

“Suspect profiles” or “suspect descriptions” usetivi

or witness reports to describe a particular pessught
in connection with a particular crime. Personal
appearance, which almost always includes ethnic
characteristics, is a core aspect of a suspedtearof
However, when police receive an overly general scisp
description that features race, ethnicity or simila
characteristics, they should seek additional ancemo
specific information before using the descriptiorstop
and search people.

Police, customs or immigration officials may alssel
ethnicity and other personal factors when they h
specific, concrete intelligence regarding futurémes

“involving a particular group of potential suspeetsa
specific location, for a short, specified duratiom

time"—in effect, a “suspect profile” of a specifiroup.

It is not uncommon for criminal justice official® t
create special, temporary task forces to addrassec
organizations with national or ethnic links. Immaton

officers, customs and border guards also use psatfilat
include ethnicity and national origin in efforts detect
contraband and organized crime. As with vagueeis
descriptions, the operational use of a concept@edbas
that of an ethnic gang or nationality-based crirmg 1
must be used with caution. Such profiles r
perpetuating harmful stereotypes, and they mayelfe

defeating if they are not based on current inteliige, as
crime patterns often adapt in response to enforen
practices in order to avoid detection. While there few
studies of the efficiency of these profiles, inestst one

ave

case the U.S. Customs Service found that the rate a

which officers detected drugs doubled after th
abandoneda “drug mule” profile that had focused d
Caribbean and Latin American women. (See endndte

“Criminal profiling” or “offender profiling.” A ciminal

profile is constructed by analyzing the nature afiene

and the manner in which it was committed to deve
guidance to help identify an unknown perpetratdhe

underlying theory is that certain types of crime d¢ee

studied and common factors analyzed to build

offender profile of some predictive value to aidig®

investigations. Examples include serial-killer @rial-

rapist profiles. Some, but not all, criminal ptes

include race or ethnicity. Criminal profiling hamt

provoked public  controversy, though ma
criminologists challenge its efficacy.
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and other law enforcement. Specific suspect detsanis, sometimes called “suspect profiles,” that
describe a particular person or persons being $dogfa particular crime at a particular time in a
particular place are entirely legitimate as is tise ethnicity or national origin of organized crime
groups or gangs, where this is one aspect of adbrpapecific and up-to-date intelligence briefing.
(See box for more detailed discussion.) But @xgheir necessary and legitimate law enforcement
uses, ethnicity, race, religion and national originst be treated with great caution. Perceptiods an
stereotypes associating ethnic minorities with eriane stubbornly persistent, even when they have
little or no basis in fact. Police must be surattthey base their actions on current, precise and
reliable intelligence and not on outdated and @emeralized experiences.

Ethnic Profiling Is Generally Incompatible with Int ernational Law

A basic principle of the rule of law is that lawfercement actions respond to an individuals’
conduct. Profiling views people as suspicious bseaof who they are rather than because of
what they do. To cast suspicion on people becalgeir race, ethnic origin or religion violates
the principle of equal treatment and is a form afer discrimination that is prohibited by
international law.

The principal test of the legality of ethnic profd practices in Europe is the anti-discrimination
standard of the European Convention on Human Riginsler that standard, if two similarly
situated individuals are treated differently absamnbbjective and reasonable justification, one of
them has been subjected to unlawful discriminatiofhe crucial question is whether ethnic
profiling is a proportionate tool—that is, does tienefit in terms of law enforcement efficiency
outweigh any costs that flow from use of the peffilAnd finally, could the same benefits not be
produced using an alternative, less costly apprdadturopean case law has established that
where race constitutes aaxclusive basis for law enforcement action, it amounts to
discrimination. In practice, it is often difficuib prove racist intent beyond a reasonable doubt i
many individual law enforcement actions, but wheaitgrns of practices are examined they
clearly demonstrate persistent discrimination agjaia particular group. Such practices
constituteindirect discriminationwhich is also prohibited under European law (thaci®l
Equality Directive).

When the considerable harms caused by measuresellgabn racial profiling are weighed
against their limited success in actually preventerrorism, there can be little doubt that they
are a disproportionate and therefore inappropt@dé by international human rights standards.
They clearly fall foul of the principle of non-dismination, which cannot be derogated and must
be respected even in times of terrorist threabes€ concerns led the European Union Network
of Independent Experts on Fundamental Rights ir6200conclude that ethnic profiling should
“in principle” be considered unlawful in any circgtance:

[T]he consequences of treating individuals simylaituated differently according to
their supposed ‘race’ or to their ethnicity hadaereaching consequences in creating
divisiveness and resentment, in feeding into stgpes, and in leading to the over-
criminalization of certain categories of persongum reinforcing such stereotypical
associations between crime and ethnicity, thaedfitial treatment on this ground
should in principle be considered unlawful undey eincumstance$.



Profiling at borders

Very few studies exist of profiling at borders. part, this reflects the additional challenges to
defining and monitoring profiling at borders, peuiarly in the case of immigration decision-
making which is, by definition, based first andefiorost on the nationality and visa status of the
person seeking to cross the border. Such reseaatho complicated by limited access and the
desire to maintain secrecy about security practidgst the lack of data should not be taken to
indicate an absence of profiling. If you speakwEuropean citizens of minority ethnic origin,
almost every person has a direct experience ofgbgimgled out for extra attention by police,
immigration or customs officials in airports anditr stations—including British MEPSs traveling
on the Eurostar from London to Brussels.

Beyond the standard immigration and security cheatkborders and ports of entry, modern
technology has created a new capacity to registere and review vast amounts of personal
data—including the personal data required of tergelon entry to the European Union.
Recently created EU databases include the Visarton System (VIS),the Schenghen
Information System (SIS | and SIS fignd Eurodac, an asylum databas€hese data bases are
viewed, not only as a tool of immigration contdalit also as a potential resource for broader law
enforcement as reflected in proposals to grantdafrcement access to these data bases, and
create operational links between the VIS, SISt &urodaé. The proposed entry-exit system,
which will use the same platform, is the most réaidition to these systerisin addition to
checks by immigration officers at borders, the psgd entry/exit system would allow law
enforcement to perform non-border identity checksedol upon biometric data but does not detalil
under what circumstances such searches would Inatpest. Still pending, but anticipated, is a
Commission call for the creation of a databaseesidence permits and passports.

Civil rights and privacy advocates have taken mbtthe rapidly-growing trend of granting law-
enforcement authorities from European member statead access to rapidly expanding EU
databases, and raised concerns that this is tgiiace without adequate data protection,
particularly for sensitive personal data. The pean Data Protection Supervisor (EDPS), Peter
Hustinx, has expressed concern at the breadth eofeemption to protections of sensitive
personal data that is allowed for law-enforcememppse$. Hustinx has raised serious concerns
about the European Council’'s proposal to increase énforcement access to the VIS for
purposes of combating terrorism and serious crifde. argues that the proposal for a Council
Framework Decision on the protection of person&h gaocessed in the framework of police and
judicial cooperation in criminal matters “signifitdy weakens” protections of personal data of
European citizen$.Additionally in his preliminary opinion on the grosed entry/exit system,
the EDPS expresses concern that “all travelergpatrainder surveillance and are considered a
priori as potential law breakers””

The expanded use of data collected for immigratom border control purposes by law
enforcement bodies complicates both the data protecegime and the protection of

fundamental right to non-discrimination. One asp#cthis complexity is the fact that data for

the SIS, VIS, and entry/exit system would be coddcunder the authority of the Schengen
Border Code but would be used by Member Statesdordance with national regulations. This
creates multiple frameworks for the use of sersitiata with little oversight or accountability.



What are the real or potential abuses of theseleas? Our work has flagged four areas in
which discriminatory practices take place or caakk place:
» the use of immigration data bases for data mining;
 the use of ethnic profiling in immigration decisioraking;
» a knock-on effect when immigration and border coindystems lead to or support
profiling by national or local police in the enferoent of immigration law within a
country’s borders;
* when exemptions from EU non-discrimination obligas for immigration processes
and the treatment of third country nationals alttimcrimination.

Concerns about abuse of immigration data basesdata mining

Public controversies about potential ethnic pnofjlof EU databases have largely focused on the
Passenger Name Record sysférbyt it is clear that immigration data bases offerich and
tempting resource for exploration by law enforcemienboth immigration enforcement and
counter-terrorism. When driven in significant phst ethnic criteriadata miningis a prime
example of explicit ethnic profiling.

In data mining, large data bases of personal indtion* such as immigration or student
records, housing information and so on, are subjetd computerized searches using a specific
profile, generally based on common characteristicpersons responsible for past offentes.
Ethnicity, national origin and religion often figuheavily in these profiles. The data is used to
narrow down a set of targets for further investmat Data mining has been explored with a
specific interest in its potential as a tool tontly terror “sleeper cells”. Thus, German
authorities’ interest in data mining in order taets the potential presence of further sleeper
cells like the Hamburg cell which included severfathe 9/11 terrorists. Germany’s data mining
effort, conducted from the end of 2001 until e&803, is the most extensive examples of data
mining for counter-terror purposes since 9/11 ai@tsbf the United States. Germany’s
constitutional court eventually ruled that, in thlesence of a concrete danger, this technique
constituted an unwarranted intrusion on persorighpy* Moreover, Germany’s massive data
mining operation apparently did not yield a singfeest of a terrorist.

The result was exactly the same in the USA, whenRéderal Bureau of Investigations (FBI)
used immigration records to identify Arab and Muoslioreign nationals in the United States
after 9/11. On this basis, 80,000 individuals werguired to register with authorities; another
8,000 were called in for FBI interviews; and mohart 5,000 were locked up in preventive
detention. Not one has been convicted of a tetragrime to date. In the words of Georgetown
University law professor David Cole: “In what hasredy been the most aggressive national
campaign of ethnic profiling since World War Ilgtijovernment’s record is 0 for 93,000.”

While Germany has reportedly discontinued data mginicivil liberties activists remain
concerned that it is an enticing tool for law entanent, particularly as technological tools
continue to advance and as European authoritiest@arag vast amounts of personal data in new
and rapidly expanding EU immigration data bases.

The EU has undertaken a number of explorationgmbrist profiling. In November 2002 the
Council of the European Union issued a draft recemsation calling for enhanced cooperation
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in data-sharing between EU member states and witbd®l and in developing profiles to assist
in the identification of terrorists. The draft ceemendation noted that “most but not all” EU
countries were working on terrorist profifésind, although it did not specify how the profiles
might be applied, the recommendation includes lratrel documents and method and means of
travel as central components of profiles, and fligg immigration authorities are as well as
police are key to cooperation in the applicationtaforist profiling’’” The recommendation
stated that the terrorist profiles would be basedaoset ofphysical psychological or behavioral
variables, which have been identified, as typidapersons involved in terrorist activities and
which may have some predictive value in that resp@emphasis added.)

The European Union Network of Independent ExpertEundamental Rights warned that the
proposed terrorist profiles presented a majoraifs#iiscrimination, raising the concern that: “The
development of these profiles for operational pagsocan only be accepted in the presence of a
fair, statistically significant demonstration oktinelations between these characteristics and the
risk of terrorism, a demonstration that has notnbe®de at this time*® In response, the
European Council informed parliamentarians in J2003 that the development of terrorist
profiles would only be pursued at the EU levehiéite were a proven statistical link between the
defined characteristics and the risk of terrorfSm.

Profiling in immigration decision making

It is often difficult to determine whether immigi@t authorities are singling out persons for
different treatment based on their ethnicity orgieh as opposed to their nationality, which is
legitimate, indeed the primary basis for immigratidecisions. We have heard, but have not
been able to verify, suspicions that such discratary treatment is taking place. Where
different groups of persons of the same nationaligytreated differently on such grounds, this is
clear profiling and has been found to be unlawfiuthie UK courts. This was the judgment of the
United Kingdom House of Lords in tHeoma Rights Cas8. The plaintiffs inRoma Rights
claimed that U.K. customs officers stationed agBeaAirport subjected Roma to more intrusive
and skeptical questioning than non-Roma when siorged.K.-bound travelers for possible
asylum seekers. The opinion of Baroness Hale—whose proposed daibar finding
discrimination was endorsed by the other four Lawrds constituting the House of Lords
Appellate Committee—observed that the challengeactime “was not only unlawful in
domestic law but also contrary to our obligatiomsler customary international law and under
international treaties to which the United Kingddm a party.?> Even if the stereotype
prompting the differential treatment—the assumptilbat Roma, being more likely than other
Czech citizens to seek asylum might be “more likelyput forward a false claifi*—Baroness
Hale concluded that this could not justify discriaiiory treatmerft!

Immigration enforcement justifies police profilidgmestically

Immigration enforcement within a country’s bordgraften based on ethnic profiling as police
decide who is a possibly illegal immigrant and dddue stopped for an identity check based on
foreign appearance which, in practice generallymagan-white appearance. A senior Spanish
officer explained: “We stop foreigners to see ieyhare illegal; how can we enforce the
[immigration] law if we don’t stop people who lodike foreigners?®*® A 2004 interview-based
study of police internal controls of foreignersSweden argued that both the legal framework
and prevailing police practices generate ethnicrifisnation?® Officers described commonly



using ethnic profiling and intuition as the bags discretionary searches for illegal immigrants,
and could not articulate more substantive critriadentifying illegal immigrants’

These patterns are often facilitated by outdatedigration laws that fail to reflect the reality of
increasingly multi-ethnic societies. It is partenly disturbing that the use of appearance as
valid grounds for enforcing immigration within natial borders has been upheld in national
courts. In a 2001 ruling, the Spanish Constitiglo@ourt accorded Spanish police broad
latitude, ruling that it is permissible for the [@el to “use the racial criterion as merely indicati

of a greater probability that the interested pavgs not Spanish’® The Court reasoned that
when police controls serve the purpose of “reqgirihat foreigners in Spanish territory are
obliged to have documentation which proves theentdy and their legal status in Spain ....
specific physical or ethnic characteristics carndben into consideration as reasonably indicative
of the national origin of the person who has thefndissenting judge noted that using race as a
proxy for nationality makes little sense in what'asready a multi-racial society.” The Spanish
decision is currently being challenged before tinitddl Nations Committee on Human Rigfits.

Particularly when political authorities order strienforcement of national immigration laws,

including proactive police efforts to seek outglié immigrants, police are especially likely to

stop people who “look foreign"—even as the numidgrersons of minority appearance who are
in fact naturalized citizens or long-standing @hs has significantly increased. The possibility
of checking persons against European data basesdéely only to heighten this trend and

provide another to argue for the reasonablenesmgling minorities for police attention.

There is a further prejudicial twist to the profdi of minorities for immigration enforcement.
While it is not surprising that clampdowns on ilégmmigration typically lead to heightened
use of ethnic profiling, police often intensify thase of profiling in the context afeneralcrime
prevention campaigns. Police may be profiling lbieathey believe that foreigners and
immigrants commit more crime, because their pradiigtmeasures do not distinguish between
criminal and immigration violation arrests, or besa either type of arrest is viewed as equally
satisfactory. We have found evidence of all ostheractices in different countries. Statistics
are often made public that distinguish betweensgsref foreigners versus nationals but fail to
distinguish between arrests based on criminal @sargersus detentions for immigration
violations. These practices all produce the mdileaimpression that most crime is committed
by foreigners and reinforces or creates publicyglieps associating migrants with crime.

Broader gaps and problems in EU immigration starmsar

The final issue to note in considering the creatibnew regional immigration resources, is the
troubling gap that exists in current EU immigratiaw in the protection of third country
nationals. The European Network Against RacismARN a coalition of over 600 anti-
discrimination groups from across the EU and angantvith Justice Initiative in our profiling
project, has repeatedly called for the abrogatifofirticle 3.2 of the Racial Equality Directive
(Council Directive 2000/43/EC) which derogates phiaciple of non-discrimination, allowing

for differences of treatment on grounds of natidpalmmigration process and the legal status of
third country nationals.

The exclusion of nationality discrimination leavgesignificant gap in protection and can be used
to ‘mask’ the reality that supposedly legitimatéetiences based in nationality are in fact forms



of discrimination that are based on ‘race’ or ethorigin—as with police profiling of minorities
in their use of identity checks and stops to dategal immigrants. This exemption has been
misused by member states to evade their obligati@msure that asylum and immigration laws
and practices are neither discriminatory nor haseraininatory effects and has prevented EU
law from fully addressing the problem of profiling.

Another serious limitation of current EU anti-diseination law is that it does not cover justice
and law enforcement issues on any grounds, indudacial or ethnic origin, religion and
nationality. While we recognize the limitations ) competence in home affairs matters, it is
troubling that initiatives such as the data basesare discussing today do fall within the scope
of EU action, but fall outside the scope of EU pations against discrimination. It is even more
troubling when one adds to this equation the inadexstate of data protection standards for law
enforcement cooperation. The European Data ProteSupervisor has noted that existing legal
standards are too general to be effective in laflwreament, and that “the lack of common rules
could create a situation in which even minimum d#ads are not observed.” As border control
systems rapidly create large volumes of data ancelg#orcement access to this data is permitted
for counter-terrorism investigations as well as ignation control, it is incumbent on the
European Union to rectify what has become an ulligitde system of standards with complex
and overlapping data protection standards and aghlps in anti-discrimination norms.

Good practices in border control

The Justice Initiative is currently conducting @, with the University of Warwick, on
contract to the European Union Agency for Fundaaldrights, into good practices to monitor
and address ethnic profiling. Our research is orggand we have not found very many
initiatives to address discrimination at borderg, Wwe can mention the initiatives undertaken at
Manchester airport to provide information to trarsland improve the quality of their
encounters with airport officials, and to reach tmutocal minority communities living in the

area and discuss airport security needs and travad@cerns. Another example of good practice
that we are planning to visit is the anti-discriation training of airport officials at Frankfurt
airport. The US Customs experience already meadidnghlights the value of documenting and
analyzing practices, including a specific conceitin\potential discrimination, to determine their
impact and efficiency. Drawing on what is knowarfr policing, research tells us that

improving the quality of the personal encounter-etiyh polite treatment and providing clear
explanations for actions and information about pcares—improves a stressful experience.
Most people understand the need for tight secamggsures, but they want and deserve to be
treated with respect. The fact that traveleregalty leave the area quickly and do not stop and
take the time to complain should not allow indiffiece to their experiences, particularly when
these are bad.

In fashioning remedies for, and alternatives tdniet profiling, governments should work
closely with minority representatives and humatmtsggroups. This may be challenging; there
is little history of cooperation between the poliaad immigrant communities in much of
Europe, and outright hostility among some. Buséh&ssues must be addressed. To that end,
complaints mechanisms should also be strengthearatl;,complaints of police discrimination
must be treated with utmost seriousness by speethlinechanisms, judicial authorities and the
police themselves.



Conclusions and recommendations

Profiling is not irrational; it seeks to increas#feetiveness by targeting law enforcement
resources. But there is no evidence that profiuagks, considerable evidence that it does not,
and some disturbing indications that it may acyubdmper law enforcement. When police or
immigration officials act on prejudice, they blitltemselves to real suspicious behaviors. This
was the case of the US Customs that we have dedcrilProfiles are both under- and over-
inclusive; that is, they risk being too narrow amégsing real suspects or too broad, in which
case they are expensive to apply in terms of maepawnd target large numbers of completely
innocent people. More broadly, profiling feeds aggravates existing mistrust and consequent
hostility and lack of cooperation in fighting crinaad terrorism among the very communities
where support is most needed for counter-terroaschimmigration control. From street stops
to airport searches to massive data mining by natisecurity agencies, profiling affects many
thousands of people and stigmatizes entire comimesanit Furthermore, profiling is, in most
circumstances, unlawful.

As police continue to profile different ethnicitjagationalities and religions across Europe, they
are, wittingly or not, contributing to a growingnse of marginalization, of being unwelcome, in
minority and immigrant communities. Profiling doest only violate individuals’ basic rights
and freedoms, it instils insecurity amongst all thembers of the targeted communities, and
stigmatizes those communities in the public eyegijtilaizing and fostering broader acts of
violence and discrimination against them, strainimgr-ethnic relations and social cohesion.

Until ethnic profiling is recognized as a probleaxpressly banned in law, and addressed in
practice, the damage it wreaks will only deepen.alrEurope characterized by increasing
xenophobia, it is all the more important that thes&usted to uphold and enforce the law do so
with full respect for the basic principle of eqyadtice.

The European Parliament and its Committee on Qiiberties (LIBE) in particular, have
consistently raised concerns about privacy right$ dangers of discrimination in the use and
potential abuse of European databases, includingldta mining exercises. As the European
community presses for full availability of data ftaw enforcement and the fight against
terrorism, the LIBE committee has made a serieeadmmendations on the need for clear and
consistent data protection that, among other thimgsild protect data bases from being used in
data mining exercis€8. We fully support these recommendations and vieswt as important
safeguards to generate confidence that EU immagratata bases will be used without prejudice
and with full respect for the rights of all.

In order to make clear that ethnic profiling hasptace in a Europe that respects human rights,
we recoomend that:

* Member states should adopt specific standardsbédwatdiscriminatory practices by law
enforcement, including but not limited to ethnimfiding. This ban should cover all
forms of discrimination, including nationality.

* In order to access personal data, law enforcententld be able to demonstrate a need
(not solely the belief that such data will aid amastigation) and show that less privacy
intrusive measures are not available. The EU—ijinahe Council, the Commission and



the Parliament— should call on member states tgtasafeguards to protect personal
data and oversee the manner in which it is uséainrenforcement.

EU funding programmes and national authoroties lshaupport the identification,
development and implementation of good practices.

In fashioning remedies for, and alternatives tbnit profiling, governments should work
closely with minority representatives and humaitsgyroups.
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ENDNOTES

! There is some evidence that removing race or @tirifom a criminal profile that includes raciahaic criteria

(in this case a drug courier profile) and mandatirag officers look at specified non-ethnic critecian help avoid
discriminationandimprove efficiency. In a rare instance in whichethnic profile was ended, an explicit non-

racial, behavioral profile was introduced, andntpact was measured, the results suggested thavibesl profiles

may indeed enhance law enforcement effectivenesk998, 43 percent of searches that US Custonteofi

performed were directed at blacks and Latino/dar higher rate than these groups’ proportion a¥eters. A
particularly large number of searches—includingasive x-rays and strip searches—were carried outatina and
black women suspected of being “drug mules.” Thedies for these searches were relatively lowszscadi
groups—>5.8 percent for whites, 5.9 percent forkdaand 1.4 percent for Latinos--and were partitylaw for

black and Latina women, who were in fact the Iiksty to be carrying drugs on or in their bodids. 1999, the
Customs agency changed its procedures, removirgfram factors to consider in making stops ancuhicing
observational techniques focusing on behavior sischervousness and inconsistencies in passengplahations,
using more intelligence information, and requirgigser supervision of stop and search decisions2®0, the

racial disparities in Customs searches had ne@épgeared, the hit rate improved from just untler percent to

over 13 percent and became almost even for aliethoups. (U.S. Customs Serviéersonal Searches of Air
Passengers Results: Positive and Negative, Fiseal Y998 (Washington DC: U.S. Customs Service, 1998).)

2 European Union network of independent expertsumadmental rights, CFR-CDF.Opinion4.2006, op ch4tat

6.

% The Visa Information System or VIS was createdstipport coordination of data between EU consuléicials,
immigration, asylum and border authorities for if8 countries that require EU entry visas. Regulbytthe VIS will
store the personal and biometric data (digitizedtqh and fingerprints) of approximately 20 milli@chengen visa
applicants annually; some 70 million sets of fimgeits may be stored at any one time. (Comment ata thase
dimensions by participant at “Ethnic Profiling aBthical Approaches to Security and Counter-Termofjsa meeting
co-hosted by the European Policy Center, the KirmgldBiin Foundation and the Open Society Justicéatfivit,
Brussels, May 31, 2007.) On March 7, 2005, thenedwecommended granting internal security autfesi access to
the VIS in order to "achieve fully the aim of impiog internal security and the fight against teswr.” The European
Commission has made a proposal for a Decision oasacfor consultation of the VIS by law enforcemaumthorities
(COM (2005)600). Both proposals have been discubgehe Council and the parliament and endorsepldmyary vote
of the European Parliament on 6 June 2007.

* The Schenghen Information System (SIS | and SI% lhsecure database used by 15 European countriepporsu
the free movement of persons following the abotighof border controls under the 1985 Schengen Agee¢ SIS |
and SIS Il maintain and distribute information foorder security and law-enforcement purposes. #Ailiog to the
newly agreed regulation on SIS I, biometrics w# inserted in the SIS 1l following a quality chetkough for the time
being will be used only for verification purposess (opposed to identification purposes). Article @2 L 381 of 28
December 20056, p.4

® The Eurodac is a fingerprint system for asylumliappts and illegal immigrants created to coordénasylum
applications across EU member states. Discussiboat giving law enforcement authorities’ acces&tirodac are
ongoing, following the explicit call of the Europe&ouncil to permit such access at a June 2007imgedune 12-13,
2007, Justice and Home Affairs Council meeting.roac reportedly has some 350,000 entries. ComateliEthnic
Profiling and Ethical Approaches to Security andier-Terrorism,” Brussels, May 31, 2007.

® Ibid. para. 41. In addition to these Europeanodriata bases, the Priim Treaty, signed on May @75,y seven
European Union countries, will facilitate the exafa of data from DNA and fingerprint databasesrtwipce improve
cross-border cooperation, particularly in combatiagorism, cross-border crime and illegal mignatioSee Fausto
Correia,Prim Treaty will allow EU27 to exchange DNA datditit crime (Brussels: Challenge Project report, adopted
by the European Parliament, June 19, 2007). At/httww.libertysecurity.org/article1498.html

" See Preparing the next steps in border managemtte European Union: COM(2008) 69 Final, 13 kely 2008

8 “Art 4.4 is too broad allowing that law enforcerhereed only believe that having the personal dasaldvmake it
easier to prevent, investigate, detect and prosecuine, rather the standard should be that lavereament can
demonstrate a need and show that less privacysimerumeasures are not availableJpinion of the European Data
Protection Supervisor on the Proposal for a Coufreimework Decision on the protection of persomhgrocessed in
the framework of police and judicial co-operatiarcriminal matters (COM(2005) 475 final). 19 Dedzer 2005.

® Peter HustinxThird Opinion of the European Data Protection Swigor on the Proposal for a Council Framework
Decision on the protection of personal data proeésm the framework of police and judicial coop@atin criminal
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matters (Brussels: August 27, 2007) 17. See also, Opiwibthe European Data Protection Supervisor f@oancil
Decision concerning access for consultation of\Mflea Information System (VIS) by the authoritiesMémber States
responsible for internal security and by Europal flee purposes of the prevention, detection anestigation of
terrorist offenses and other serious criminal e8i¢COM (2005) 600 final). (2006/C 97/03). Thismign specifically
raises concern with the risk of profiling of traeed through access to information such as “purpbsmvel.”

1% preliminary Comments of the European Data Pratec@upervisor on: Communication from the Commission

the European Parliament, the Council, the Eurofigamomic and Social Committee and the Committebef
Regions,“Preparing the next steps in border managem the European Union”, COM(2008) 69 final;

1 See web site of Statewatch, a UK-based NGO thaitors civil liberties in Europe, for extensive dissions of

the PNR and issues around privacy and data miairidgtp://www.statewatch.orgnd also EPIC, the Electronic
Privacy Information Center, at httpuvw.epic.org

12 personal information is defined, and its use ratgal by the European Union Directive 95/46/EC anptotection of
individuals with regard to the processing of peedattata and on the free movement of such datasoRal data are
defined as "any information relating to an ideetffior identifiable natural person (Art. 2, a). Nifit the category of
personal data, there are aspects that constitasgtise personal data including: religious beligislitical opinions,
health, sexual orientation, race, membership of pamnizations. The Directive stipulates thatspaal data should not
be processed unless conditions are met that rethétethe processing be transparent, for a legignpaurpose and
proportional. When sensitive personal data ic@seed, additional restrictions apply (Art. 8).e & data protection
page ahttp://ec.europa.eu/justice_home/fsj/privacy/

13 See Wilhelm Achelpohler and Dr. Holger Niehausat® Screening as a Means of Preventing Islamistofist
Attacks on Germany,German Law Journalol. 5, No. 5, (May 1, 2005).

14 See full-text of decision at: http://www.bundedassungsgericht.de/pressemitteilungen/bvg06-040.htm

!5 David Cole, “Are We Safer?The New York Review of Bopk®l. 5, No. 4, March 9, 2006.

5 We do not know how many or which EU member statesactively pursuing profiling. In June 2003, Gherman
Federal Police hosted a workshop on terrorist fingfi House of Commons debate on Tuesday, JUND83,

London: Hansard, House of Commons, Vol. 408, Part424, Written Answers to questions.) In July 20be

UK announced its participation in a pilot groupterrorist profiling comprising experts from a humloé& EU

Member States. (Written Question P-3694/03 by Shuatiord (ELDR) to the Council, Subject: Terronsofiling.
November 15, 2005. Atttp://www.sarahludfordmep.org.uk/speeches/97 htihder the 2002/2003 Danish
presidency of the European Union, Europol was ureséd to explore the possibility of profiling terists. Europol
developed a basic terrorist profile, but, afterszdting with security professionals and academjeets, concluded

that it was too broad, failed to capture the rapaianging profiles of terror suspects, and woultle effective.
(Justice Initiative Interview, Europol official, €Hague, June 2007.) Reportedly, a number of cesntrere

skeptical about the feasibility and operationaldorativity of profiles and, lacking unanimity, Eurreased to

pursue the project. (Justice Initiative Intervigith French security official, Mr. A.B. Paris, JUd07. A Europol
official commented that: “After 9/11 everyone talkabout profiles and. indicators, but they dony arore. There

is a recognition that it doesn’t work. Now we amere focused on processes, incidents and pattéthstice

Initiative Interview, Europol, June 2007.)

" Council of the European Union, Draft Council Recoemdation on the development of terrorist profiBayssels,
October 14, 2002 (11858/1/02, REV 1 LIMITE ENFOPOL7).

18"EU network of independent experts in fundameritdits" (CFR-CDF), First Report, May 2003. Thereémts of the
profiles identified in the document include natilitya travel document, method and means of trasgk, sex, physical
distinguishing features (e.g. battle scars), edoicathoice of cover identity, use of techniquegptevent discovery or
counter questioning, places of stay, methods ofngonication, place of birth, psycho-sociologicaltieas, family
situation, expertise in advanced technologies|sskil using non-conventional weapons (CBRN), atend at training
courses in paramilitary, flying and other spectaiéchniques. Draft Council Recommendation ondéeelopment of
terrorist profiles.

19 Question Time on Wednesday 2 July 2003, Londomsied, House of Commons, Vol. 408, Part No. 420.

2R v. Immigration Officer at Prague Airport ex paR@ma Rights Centre and Oth¢t®oma Right§, UKHL 55,
Judgment of Sept. 17, 2004,

2R v. Immigration Officer at Prague Airport ex pafR@ma Rights Centre and Othét&oma Righty, UKHL 55,
Judgment of Sept. 17, [dec 9?] 2004, 11 2-4.

221d., Opinion of Baroness Hale of Richmond, 1 98.

21d., 1 81 (quoting Opinion of Laws LJ in CourtAppeals’ judgment).

#1d., 1 82-3. See also Opinion of Lord Carswelll ¥,
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25| can Stop and Search Whoever | Wat46.

% Sophie Hydén and Anna Lundbehgre utlanningskontroll i polisarbete: mellan réstatsideal och effektivitet i
Schengens Sverig®lalmo: IMER, Malmo hdgskola; Linképing univerditdema Etnicitet (2004).

%" The author, Sophie Hyden, noted in personal caatiems with Justice Initiative ethnic profilingaject staff that
Swedish police officers were aware of this and Ba@s a problem, repeatedly stating their neednfimroved guidance
on domestic immigration control as an urgent needrgthe increased diversity of Sweden’s population

28 1n Rosalind WilliamsSpanish Constitutional Court Decision No. 13/2Qh. 29, 200{STC 13/2001).

% SeeRosalind Williams Lecraft v. SpaiCommunication Submitted for Consideration Under Eirst Optional
Protocol to the International Convenant on Civitldlitical Rights, filing by the Open Society Jastlnitiative,
SOS Racismo and Women'’s Link Worldwide, September 1, 1 2006, at
http://www.justiceinitiative.org/activities/ec/e@ain

30 “The rapporteur also has doubts as to the prapuatity of the individual measures. The ends do jostify the
means, as the measures are neither appropriateecessary and are unreasonably harsh toward tloseroed.”
European Parliament Draft Report on the proposahf@ouncil framework decision on the protectiorpefsonal data
processed in the framework of police and judic@operation in criminal matters. Committee on Chvberties and
Home Affairs. Rapporteur: Martine Roure. Provigib2005/0202(CNS). Amendment 15, Article 5, paaghrl a
(new). See also almost identical concerns raisethe European Parliament Draft Report on the psap for a
regulation of the European Parliament and of thanCib on the Visa Information System (VIS) and #wchange of
data between Member States on short-stay viss®M(€004)0835 — C6-0004/2005 — 2004/0287(COD)) Cotteaion
Civil Liberties, Justice and Home Affairs. Rapmant Sarah Ludford. Amendment 14, Article 1 (c).

The Open Society Justice Initiative, an operatigmagram of the Open Society Institute (OSI), passu
law reform activities grounded in the protectiorhafnan rights, and contributes to the developmgnt o
legal capacity for open societies worldwide. Thstide Initiative combines litigation, legal advogac

technical assistance, and the dissemination of leune to secure advances in the following priority
areas: national criminal justice, internationatiges freedom of information and expression, anabdity
and citizenship. Its offices are in Abuja, Budapastl New York.
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